[bookmark: _Toc178953177]API Specification for Request Lambda Function to Start EC2 Instance
[bookmark: _Toc178953178]Overview
This API to start an EC2 instance, triggered via a Lambda function to process the request and initiate the EC2 instance for support Increased usage Mobile Application.
[bookmark: _Toc178953179]HTTP Request
Method: POST
Endpoint: /start-ec2
Content-Type: application/json
[bookmark: _Toc178953180]Request
[bookmark: _Toc178953181]Body Parameters (JSON)
	Parameter
	Type
	Required
	Description

	scaleUpFlag
	Boolean
	Yes
	Boolean flag to indicate if scaling up is needed (True or False)

	notificationID
	String
	Yes
	A unique identifier for the notification event

	requestTime
	String
	Yes
	Timestamp in UTC format (ISO 8601) indicating the request time


[bookmark: _Toc178953182]Request Body:
The API expects a JSON payload in the request body with the following structure:
{ 
  "scaleUpFlag": true,
  "notificationID": "abc123",
  "requestTime": "2024-10-04T12:34:56Z"
}
[bookmark: _Toc178953183]Headers:
x-api-key: <API_KEY>

[bookmark: _Toc178953184]Example Request:
POST /start-ec2 HTTP/1.1 
Host: <api-gateway-id>.execute-api.<region>.amazonaws.com 
x-api-key: <YOUR_API_KEY> 
Content-Type: application/json 
{ 
"scaleUpFlag": true, 
"notificationID": "abc123", 
"requestTime": "2024-10-04T12:34:56Z" 
}
[bookmark: _Toc178953185]Response:
[bookmark: _Toc178953186]Success Response:
Body Parameters (JSON)
	Parameter
	Type
	Required
	Description

	message
	String
	Yes
	A success message confirming that the EC2 instance has been started.

	scaleUpFlag
	Boolean
	Yes
	Indicates whether the system was flagged to scale up resources (true or false).

	notificationID
	String
	Yes
	A unique notification ID for logging or tracing, if provided in the request.

	requestTime
	String
	Yes
	The timestamp of when the request was made, formatted in ISO 8601 (UTC).



Example Success Response:
Success Response (200 OK):
Status Code: 200 OK
Content-Type: application/json
Response Body:
{
  "message": "EC2 instance started successfully",
  "scaleUpFlag": true,
  "notificationID": "abc123",
  "requestTime": "2024-10-04T12:34:56Z"
}

[bookmark: _Toc178953187]Error Response:
For errors, the response includes the HTTP status code and a JSON body describing the issue. Here are the possible error cases:

Body Parameters (JSON)
	Parameter
	Type
	Required
	Description

	error
	String
	Yes
	A message describing the issue with the request.

	statusCode
	integer
	Yes
	The HTTP status code.



400 Bad Request:
This status code is returned when the request is missing required parameters (e.g., instanceId, ScaleUpFlag) or contains invalid data.
Status Code: 400 Bad Request
Content-Type: application/json
Example Response Body:
{
  "error": "Invalid request. instanceID and scaleUpFlag are required.",
  "statusCode": 400
}
403 Forbidden:
This status code is returned when the user does not have the necessary permissions to start the EC2 instance.
Status Code: 403 Forbidden
Content-Type: application/json
Example Response Body:
{
  "error": "You do not have permission to perform this action.",
  "statusCode": 403
}

500 Internal Server Error:
This status code is returned if there is a problem starting the EC2 instance or an unexpected error occurs within the Lambda function.
Status Code: 500 Internal Server Error
Content-Type: application/json
Example Response Body:
{
  "error": "Failed to start EC2 instance. Please try again later.",
  "statusCode": 500
}
